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Traditional Privacy Model
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New Privacy Model
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To get the probability the attacker could still catch up now, we multiply the Poisson density for
each amount of progress he could have made by the probability he could catch up from that pomt:

= Afe ™ [{'q:’p}“'k:‘ {fks:l
go T ifk>z|

Rearranging to avoid summing the mfinite tail of the distribution...

z ;\ke_a (z—k)
-2 o (1—(q/p)*™)
k=0 .

Converting to C code...

#include <math.h>
double AttackerSuccessProbability(double q, int z)
{
double p = 1.0 - q;
double lambda = z * (g / p);
double sum = 1.0;
int i, ks
for (k= 0; k <= z; k++)
{
double poisson = exp(-lambda);
for (i = 1; i <= k; it++)
poisson *= lambda / i;
sum -= poisson * (1 - pow(g / p, z - k));
}

return sum;



Running some results, we can see the probability drop off exponentially with z.

g=0.1

z=0 P
z=1 E
z=2 B
z=3 P
z=4 =
z=5 E
z=8 P
z=7 P
z=d P
z=9 E
z=10 P
q=0.3

z=0 E
z=5 P
z=10 P
z=15 =
z=20 E
z=25 P
z=30 P
z=35 E
z=40

z=45 P
z=50 =

Solving for P less than 0.1%...

P < 0.001
gq=0.10 z=53
g=0.15 z=8
g=0.20 z=11
aq=0.25 z=15
gq=0.320 z=24
g=0.35 z=41
q=0.40 z=89

gq=0.45 z=340
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